Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems

Information Technology

Policies

Client Client Name
Project client/Amon Technologies/2009 -
Document IT Policy Manual
Prepared By Vatche G. Dakessian
Version Draft V1.0
Circulation client Internal Use Only

April 2009

www.dakessian-cnslt.com Email: info@amontechnologies.jo www.amontechnologies.jo
P.0.Box 9444, Amman - 11191 — Jordan
Suite 301, Oasis Il Building, Sweifieh




Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems

Table of Contents

EXECULIVE SUIMIMATIY ..iiiiiiiiiii e et e siee et e sttt e s tte e e e e e s stee e taeeeste e e et seeassaeeanteeaaseeeanseeessaeeensaeeansaessseaeaseeeassaeenssanensanennseas
Introduction.............
Structure.....
Summary of Policies ..............
Committees and Teams
(IS =TT oo T @] 'y 2 111 OSSR
LT gl o] (ol VA = Fo o aT] o o BN =T Lo OSSPSR
Risk Management Team
Project ManagemENT TEAM ........c.iiiiiiieiieii ettt sh e e e se ettt e b e e sbe e e s e e nr e e beenis
1 Information Technology Policies
1.1 ITecO01 / Organization...............
111 Purpose ...............
1.1.2 Scope.........
1.1.3 Statement ...........
1.1.4 Related Policies..
1.1.5 Compliance.........
1.1.6 Waiver..............
117  Owner........
000 T 11 1) (o To [ - 10 SRRSO
00 T 7o 1 ¢ - 1 TP P PP UPTOPPPPOTIN
12
O R U 1o 1] T TP P U U PP OPRTOPOP
L.2.2  SCOPE. ittt bR b bt h e he e e e bt bt a e
123  Statement.........c.oe..
124 Related Policies...............
125 Compliance............ccoce.e
1.2.6 WaiVer........coceevveeeiieeannen
1.2.7 OWNET ..ot
1.2.8 Custodians..........cccccevvenne
129 Domain .......cccoeeeveviiiiieiniee
1.3 ITec03 / Infrastructure Planning.
131 Purpose
1.3.2
133
134
135
1.3.6
1.3.7
1.3.8
1.3.9
14
14.1
14.2
143
144 REIAEA POlICIES. .. coiuiiiiiiiie ittt ettt ettt et e s b e e be e b e e sbeesbe e be e beeeaeenaeean
1.4.5 (0] ' o] 7= g T SRS
1.4.6 Waiver
1.4.7 Owner
1.4.8 LU} (o0 [ F=T o S TP PP ST PPPPTTPPON
1.4.9 Domain
15 ITec05 / Asset Management
151 Purpose
15.2 Scope.....ceviene
153 Statement............
154 Related Policies..
155 Compliance.........
1.5.6 R 2T =T USRS

Client / 1T Policies Manual V1.0 Contents Page 2 / 99



Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems
15.7 OWNET .ottt ettt ettt etk s bbbt et s st E ettt
15.8 Custodians
159 DOMain .....ccocvvvveeerie e

1.6 ITec06 / Investment Management

16.1 Purpose
1.6.2
1.6.3
1.6.4
1.6.5
1.6.6 iVer.............
1.6.7  Owner..............
1.6.8
1.6.9
1.7 ITecO7 / Personnel Management
1.7.1 Purpose
1.7.2 SCope.....cceene
1.7.3 Statement
1.74 REIAIEA POICIES ... eiiiieee ittt e et e st e e st e st eeste e e snte e e teeenreeennteeennneas
1.7.5 (@] '] o] 7= g TSRS
1.7.6 Waiver
1.7.7 Owner
1.7.8 Custodians
1.7.9 Domain .......ccoceveveveeeenennnn.
1.8
1.8.1 Purpose ...........
1.8.2 Scope.....oceveee.
1.8.3 Statement............
1.8.4 Related Policies..
1.8.5 Compliance.........
1.8.6 Waiver..............
1.8.7 [ 11T SRS
1.8.8 [OFU L] (0o [ =1 F OO PPRPRRT
1.8.9 Domain

1.9
19.1
19.2
193
194
1.9.5 Compliance
1.9.6 Waiver
19.7
198
1.9.9

1.10
1.10.1
1.10.2
1.10.3
1104
1.10.5
1.10.6
1.10.7
1.10.8
1.10.9 Domain

1.11 ITec11 / Facilities Management
1.111 PUrpose ......cccooeveeiiiiiieenns
1.11.2 Scope.....ocveeee.
1.11.3 Statement .....
1.11.4 Related Policies..
1.11.5 Compliance.........
1.11.6 AT 1A= SRR PUOPPRRNE
1.11.7 (O 11T O PR PUPPT
1.11.8 CUSTOUIBNS ...ttt b bbbttt e bt e et e bttt eeb e e sbe e abe e neen e e teene e e

Client / 1T Policies Manual V1.0 Contents Page 3/ 99



Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems
1.11.9 (D0} 1 =] o TP TP TP PR P PP PR PP
1.12 ITec12 / Monitoring IT Processes
1.121 Purpose
1.12.2
1.12.3
1124
1.12.5
1.12.6
1127
1.12.8
1129
1.13
1.13.1
1.13.2
1.13.3
1134 Related Policies..
1.13.5 Compliance.........
1.13.6 WVBIVET ..ottt h e bbb b e bbb b
1.13.7
1.13.8
1.13.9
2 Policy Lists And Definitions
21 List of Information Technology Policies ...
ITecO1 Organization ..........cccceeeveveeeiieeesiie e
ITec02 Strategic Planning
ITec03 Infrastructure Planning .....
ITecO4 Risk Management ............
ITec05 Asset Management ..........
ITec06 Investment Management..
ITecO07 Personnel Management...
ITec08 L 0] 1= 1o 1Y/ F= T =T [= 0. T o |
ITec09 Change ManageMENT.........c.oiiiiiiiiiieiie e e s
ITec10 Operations Management..
ITecll Lo ol =Y = T Fo Vo [T 0 0 =T o O PR
ITecl2 MONItONING OF [T PrOCESSES .....vviiiiiiieiiiie et e see e stte e st e e staeeeteeestaeessteeetaeeassaeessteeesseeesnteeenseessnsens
ITecl3 Supplier Management
2.2 List of Information Security POIICIES ......ccoeoiiiiiiiii i
1ISec01 INFOIMALION SECUNILY ...veieiiie ettt e ettt e s e e s e e st e e sne e enneeesnteeesnneeeneeaneeennneeens
1Sec02 Organizing Information Security........
1ISec03 Data Management & Classification..
1ISec04 Personnel Security ...........
1ISec05 Training & Awareness............c.c.co......
1ISec06 Physical & Environmental Security ............cccueen..
1ISec07 IS Communications & Operations Management
1ISec08 Internet & Intranet Security
1Sec09 Email.....cccooviiiiiiiiiiieee
1Sec10 VA1 ( VISR o (0] (=Tod o] o U OO U POV PT PSR PRRUPTOPTN
ISec11 LOGICAI ACCESS SECUIMLY ..uveeeiiieeieee et siieeeseee ettt et e et e st e e staeesnteeesrteeentteesnteeesrteesnneeenneees
ISec12 Information System Acquisition Development & Maintenance..
1Sec13 Information Security InCident Management ...........cccooiiiiiiieiniie e
ISec14 Business Continuity Management ............ccoiiiiiiiiiiiiii e s
1Sec15 ComplianNCe......ccevevieeree e
2.3 Suggested Rules, Guidelines and Forms...........
23.1 IT Asset Classification ...........cccceoveneenicnnne
2.3.2 ITec Policy Waiver Request Form.................
3 Policy Relation TablesS.......ccccccceevieeivie e
3.1 Policy Relations within ITec Group........c.ccueenn....
3.2 Policy Cross Reference with ISec Group............
3.3 Policy Owners Table........ccccoiviiiiiiiiiieeiieee
3.4 ITec Policy Custodians Reference LiSt ...
3.4.1 (=1 @ T TP STTPPTO ST PP UP PR PSRPRTOPTN
3.4.2 [T IMIBINAGET ...ttt bttt ettt et e e b e e e s bt e s bt e s be e s e b b e et e nra e
Client / 1T Policies Manual V1.0 Contents Page 4 / 99



4

Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems

343 [T DEPAMMENT. ...ttt ettt b e b e s b e sb e e s e e e sbnebe e beesraenineas 95
344 Procurement Department ... 96
3.4.5 Admin/HR Department................... ... 97
3.4.6 Business Departments / Users ... 97
3.4.7 ST (<1< g To [ @014 T1 1= RSN 97
3.4.8 IT Project Management TEAM........cccuiiiiiiieiieriee sttt st 97
3.4.9 IT Risk Management Team
3.4.10 JLIC=Te g0 (ol Y = F= T a1 o I =TV 4RSS
3.4.11 BUSINESS PrOCESS OWNEIS .....eeiiiiiieiiieeie ettt ettt ettt ettt et e e nbte e e nie e e nanees
List Of Reviewed Documents..............

4.1 client Organization Chart .............cecee

4.2 client Information Security Policy 2007

Client / 1T Policies Manual V1.0 Contents Page 5/ 99



Dakessian Consulting

Am O n IT & Systems Consultants

Technologies Power Management & Control Systems

Executive Summary

Introduction

This IT and Security Policies & Procedures manual was compiled and developed for the client in a
manner that suitably addresses the organization’s environment and operation specific aspects. This
manual enables adequate control and security over information systems and helps manage the risks
of such systems effectively.

This manual was prepared taking into account the recommendations of Control Objectives for
Information and Related Technology (COBIT), ISO 27001 as well as prior experiences in conducting
similar assignments.

This manual is to be adhered to by all IT users and any individuals/groups using the information
systems resources of client. These policies and procedures are applicable to all the client’s staff as
well as contractors, consultants, third party associates and any temporary staff having access to the
client’s information assets.

Structure

The manual is composed of four main sections:

=  Executive Summary

» Information Technology Policies
= Lists and Definitions

»= Policy Relation Tables

A standardized general structure is used for all policies in this manual. For each policy, the structure
contains the following elements:

Identifier: This is the identification number for a particular policy document and the
domain. This is reflected as ITec## for Information Technology related policies and
ISec## for Information Security related policies in the manual.

Purpose: This section clearly states the purpose of the policy

Scope: This section defines various internal and external entities as well as the
people to which a particular policy applies

Statements: This section describes the policies for the client for any given domain. It
also describes the guidelines for implementing each policy. This is not a process flow
description or detailed implementation process description

Related Policies: This section mentions other Information Technology Policies,
which the user can refer to along with this policy document
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Compliance: This section contains a statement that Information Technology &
Information Security Policies will be complied with and that violations may result in
disciplinary action.

Waiver: This section provides a formal process for obtaining approval for a waiver to
a policy. Waivers shall only be used in exceptional situations when communicating
non-compliance with the policy for a specific period of time

Executive Owner: The person responsible for maintenance and accuracy of a policy

Custodians: The person(s) responsible for implementation of a policy In addition to
the above owner.

Domain: This element is applicable to both IT and IS sections and identifies the
COBIT and 1SO27001 domains related to this policy, e.g. IT Strategic Planning,

Organization of Information Security, Human Resources Security, Asset
Management, etc.

Summary of Policies

The following thirteen separate information technology policies (ITec) were formulated for the client:

= |TecO1 Organization

= |Tec02 Strategic Planning

= |Tec03 Infrastructure Planning

= [TecO4 Risk Management

= |Tec05 Asset Management

= |Tec06 Investment Management
= |TecO7 Personnel Management
= |TecO8 Project Management

= |Tec09 Change Management

= [TeclO Operations Management
= [Tecll Facilities Management

= [Tecl2 Monitoring of IT Processes
= |Tecl3 Supplier Management

In addition to the thirteen (13) ITec policies, fifteen (15) separate information security policies (ISec)
were formulated for the client:

=  [SecOl Information Security

= [Sec02 Organizing Information Security

= [Sec03 Data Management & Classification

= [Sec04 Personnel Security

= [Sec05 Training & Awareness

= [Sec06 Physical & Environmental Security

= [Sec07 IS Communications & Operations Management
= [Sec08 Internet & Intranet Security

= |Sec09 Email

= |Secl0 Virus Protection
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= [Secll Logical Access Security
= |Secl2 IS Acquisition Development & Maintenance
= [Secl3 Information Security Incident Management
= |Secl4d Business Continuity Management
= [Secl5 Compliance

These are covered in a separate Information Security Policy manual.

Overall compliance levels and disciplinary actions are classified as follows. Specific actions need to
be developed by the client's Human Resources and Administration Departments:

Level
1

2

Class Colour Code Disciplinary Action
critcal [ NN
Severe
Serious
Major

Minor

The final section of this manual provides a graphical interpretation of policy relations, owners and
custodians for ease of reference.

Committees and Teams

The information technology polices and procedure guidelines formulated for the client stipulate the
formation of a number of committees and teams. Details of the scope and mandate of each committee
or team are given ion the relevant policies and procedures in this manual:

IT Steering Committee

The committee is composed of the CEO; as the chairman, IT Manager, Procurement
Director, Internal Audit Director and the Finance Director. It oversees the proper aligning
of IT processes with business goals and objectives, review and approve IT policies,
procedures and projects and review long and short range IT plans to ensure that they are
in accordance with the client’s strategic goals and objectives.

Technology Planning Team

This team is formed and led by the IT Manager. It consists of key business process
owners in order to assess the existing technology resources at the client.
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Risk Management Team

This team is formed and led by the IT Manager, it includes managers representing the
client's department directors to identify the potential impact on the goals of the
organization caused by an unplanned event shall be identified, analyzed and assessed.

Project Management Team

This team is formed and led by the IT Manager to maintain the program of projects
related to the portfolio of the client’'s IT investment projects, by identifying, defining,
evaluating, prioritizing, selecting, initiating and managing and controlling projects.

Other committees and teams related to information security policies and procedure guidelines are
listed the Information Security Policy Manual.
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